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Abstract—Nowadays, the Internet is flooded with huge
traffic, many applications have millions users, a single server is
difficult to bear a large number of clients’ access, so many
application providers will put several servers as a computing
unit to provide support for a specific application, usually people
will use distributed computing, load balancing technology to
complete the work. A typical load balancing technique is to use a
dedicated load balancer to forward the client requests to
different servers, this technique requires dedicated hardware
support, the hardware is expensive, lacks of flexibility and is

easy to become a single point failure. There will be a new
solution for load balancing with OpenFlow proposed., this paper

mainly studies dynamic load balancing technology in the
OpenFlow environment, the Controller collected the server
running status through the SNMP protocol, and calculated the
aggregated load of the severs according to dynamic load
balancing scheduling algorithm, the OpenFlow switch will
forward the client's request to the server whose aggregated load
is smallest, thus minimize the response time of the web server. In
the OpenFlow network environment, using this method can
brings high flexibility without additional equipment.
Keywords—Load  Balancing;

OpenFlow; SDN; Load

Balancing Scheduling Algorithm

1. INTRODUCTION

Currently the network traffic is very large, and grows
rapidly, network congestion and server overloading has
become a serious problem that we must face. This problem
appears to be particularly important in the coming area of
cloud computing and big data[1]. With the rapid growth of
visiting traffic and data traffic, the processing ability of the
core parts of the network should be increased correspondingly.

In this case, if we settle it by abandoning the existing
equipment, and purchasing new equipment to upgrade

hardware, it will greatly increase the cost and waste resources.
Load balancing technology can avoid unnecessary waste, load

balancing technology is that distributes a large amount of
concurrent access or data traffic to more than one equipment

to process to improves server’s processing ability and reduces
the response time of users. Load balancing technology is
mainly applied to Web server, FTP server, enterprise key
application servers and so on[2].Such as the Web servers of
Amazon's data center, there are 454400 servers in Amazon to
provide services, they receive hundreds of millions level of

requests every day. When user’s requests arrive at the data
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Because all of the requests are transmitted by a single
hardware load balancer, therefore, any failure on the load
balancer will lead to the collapse of the entire site[3].

Due to the great differences between the peak load of
Internet application and the normal load, traditional load
balancing architecture is difficult to adapt to their needs.
Under the traditional architecture, we either allocate excess

configuration resources for potential peak, resulting in a large
amount of waste of resources, or only allocate in accordance

with the normal load configuration, thus it is unable to cope
with the peak condition. In order to solve the above mentioned

problems, we use a cheap OpenFlow Switch[4] which based
on NetFPGA and an ordinary commercial server as a
Controller to achieve an alternative dynamic load balancing
architecture. The architecture is not only low costs but also
can provide flexible programmable modules which is used to
achieve the policy sets that appropriate for your network in the
Controller. With the flexible configuration ability of this
architecture, we can monitor and acquire the server’s load in
real-time, and distribute client’s requests to the server which
has minimal load in server pool according to Controller’s load
balancing strategy. With the arrival of the next generation of
OpenFlow technology, an OpenFlow Switch can connect
multiple Controllers; we can improve the robustness of the
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dragon9621
高亮
摘要：如今，互聯網上充斥著巨大的流量，許多應用程序擁有數百萬用戶，一台服務器也很難承受了大量的客戶端可以訪問，那麼多的應用軟件供應商將會把多台服務器作為計算單位，以提供支持具體應用中，通常人們會用分佈式計算，負載均衡技術來完成工作。一個典型的負載均衡技術是使用專用的負載均衡到客戶端請求轉發到不同的服務器上，這種技術需要專門的硬件支持，硬件價格昂貴，缺乏靈活性，很容易成為一個單點故障。將有負載OpenFlow的平衡提出了新的解決方案。，本文主要研究動態負載平衡技術在OpenFlow的環境中，控制器通過收集SNMP協議運行狀態的服務器，並根據動態計算服務器的綜合負載負載均衡調度算法，OpenFlow的交換機將客戶端的請求轉發給服務器，其聚合的負載最小，從而最大限度地減少Web服務器的響應時間。在OpenFlow的網絡環境中，使用這種方法可以帶來很高的靈活性，無需額外設備。
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目前的網絡流量是非常大的，而且生長迅速，網絡擁塞和服務器超載已成為我們必須面對一個嚴重的問題。
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出現這個問題是特別重要的雲計算和大數據的到來領域[1]。
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與來訪的流量和數據流量的快速增長，網絡的核心部分的處理能力應相應地增加。
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在這種情況下，如果我們解決它通過放棄現有的設備，並購買新設備升級硬件，這將大大增加成本和浪費資源。
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負載均衡技術可避免不必要的浪費，負載均衡技術是分發大量的並發訪問或數據流量的一個以上的設備進行處理，以提高服務器的處理能力，並減少用戶的響應時間。
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負載均衡技術主要應用於Web服務器，FTP服務器，企業關鍵應用服務器等[2]。如Amazon的數據中心的Web服務器中，有454400服務器在亞馬遜提供的服務，他們收到數億級的請求的每一天。
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當用戶的請求到達的數據中心，有專門的負載均衡器接收請求並決定哪些服務器在服務器池中按照預先提出的負載均衡策略來處理請求。
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傳統的負載均衡是非常昂貴的（其價格一般高於5萬美元），需要負載均衡的策略集被提前設置，靈活性是非常低的，它無法與緊急情況處理得很好。
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它需要專門的管理員來維護，並根據其自己的實際網絡條件不能使靈活的策略。
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因為所有的請求是由一個單一的硬件負載平衡器發送的，因此，在負載均衡器的任何故障都會導致整個網站的崩潰[3]。
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由於互聯網應用的高峰負荷和正常負載之間的巨大差異，傳統的負載均衡架構難以適應他們的需要。
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在傳統架構中，我們要么分配額外配置資源的潛力高峰，造成大量的資源浪費，或者只分配按照正常負荷的配置，因此它是無法應付的巔峰狀態。

dragon9621
底線

dragon9621
高亮
為了解決上述問題，我們用一個廉價的OpenFlow交換機[4]其中基於NetFPGA和一個普通的商用服務器作為控制器來實現另一種動態負載平衡的體系結構。
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該架構不僅成本低，而且還可以提供它用來實現政策靈活的可編程模塊設置適合您的網絡控制器。
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在此架構下的靈活配置能力，我們可以監控和獲取實時服務器的負載，並分發客戶端的請求，根據控制器的負載均衡策略，在服務器池中的最小負載的服務器。
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與下一代的OpenFlow技術的到來，一個OpenFlow的交換機可以連接多個控制器;我們可以通過配置其中任何一個開關作為控制器的服務器提高了結構的堅固性[5]。


architecture by configuring any server which attached to the
switch as the Controller[5].

1.1 The technology of traditional load balancing

Load balancing technology build on the existing network
structure, it provides an effective and transparent method to
improve the ability of network devices and servers, increase
throughput, enhance network data processing capability and
network flexibility and availability. It mainly completed the
following tasks: solve network congestion problem, provide
service nearby, and implement location independence. It
provided a better user experience, improved the responding
speed of servers and the utilization of server’s resources [6].

The first load balancing technology is achieved through
DNS. It configures a same name for multiple IP addresses, so
the client who queries the name will get one of the addresses,
thus allowing different clients to access different servers and
achieve the purpose of load balancing. DNS load balancing is
a simple and effective method, but it cannot distinguish the
difference among the servers, and also cannot reflect the
current running status of the servers [7]. Once a server broke
down, even if modifying the DNS settings in time, it also need
take a lot of time (refresh time) to let it work normally.

Subsequently, client-based load balancing appeared,
client-based solutions require each client with the basic
knowledge of server clusters, regularly or irregularly collects
running parameters of server group, and sends the request to
the server that can provide best service. Take Berkeley, for
example, Smartclient is a client-based solution. The problem
of this technology is versatility, it requires each client install a
specific server information collection program.

In order to overcome this problem, server-based load
balancing scheme was put forward, the most common method
is the reverse proxy technology, using the reverse proxy server
to forward client requests to different servers evenly, or send
the cache to the client directly. For example, ‘Squid proxy
server and Netra proxy server are the representatives of
reverse proxy technology. Reverse proxy technology can
combine the load balancing and the high-speed cache
technique of proxy server together, effectively reduce the
response time of server. But it is required to develop a reverse
proxy server for each service, which greatly increased the cost
of development. In addition, the proxy server itself has very
large load, finally the reverse proxy server itself may become
the bottleneck of service.

Now many load balancers are based on NAT technology,
this technology has a good advantage in cost and efficiency.
Address translation gateway which is supported by load
balancing technology, it can map an public IP address for
multiple private IP addresses, for each TCP connection request
,it dynamically uses one of the private address, thus achieving
the goal of load balancing[8]. Because the address translation
was relatively close to the bottom of the network, so it is

usually integrated in the hardware equipment, it will need to
purchase additional hardware.

Due to the defects in the design of the Ethernet itself,
traditional load balancing technology mentioned above has
failed to achieve the ideal effect. The presentation of
OpenFlow technology provides a new way to implementation
load balancing; it can well solve the deficiency of traditional
load balancing.

1.2 OpenFlow technology

Because at the beginning of Ethernet designing, it has not
fully taken into account the development trend of future
network, now Ethernet has shown some disadvantages,
especially for doing some innovative network experiments on
the existing protocol, the influence of experimental data on
existing data become the biggest obstacle to the experiment.
The generation of OpenFlow technology is to solve these
problems, and OpenFlow has now become the representation
of SDN, it opens up a new way for network innovation.

Now there are several universities have deployed
OpenFlow network, including Stanford University, which has
obtained perfect experimental result [9]. Unlike traditional
switch to bundle hardware and software in a box, OpenFlow
switch separates the data forwarding and routing control,
respectively accomplished by OpenFlow switch and
Controller. Eventually it achieved a more open, more flexible,
ecasier to manage and scalable network. In order to achieve the
purpose of controlling flow forwarding, OpenFlow switch
forwards the packet which already arrived at the switch
according to the flow table, and the Controller operates the
flow table in the switch through OpenFlow protocol. The
Controller decides how packets of a new flow should be
handled by the switch. When new packet arrives at the switch,
it gets redirected to the Controller which decides whether the
switch should drop or forward it. The Controller can also
delete or modify existing flow entries in the switch. The
OpenFlow switch model is shown in Figure 1.
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Figure 1.The idealized OpenFlow switch model [9]
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負載對現有的網絡結構均衡技術構建，它提供了提高網絡設備和服務器的能力，增加吞吐量，加強網絡數據處理能力和網絡的靈活性和可用性的有效和透明的方法。
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它主要完成以下任務：解決網絡擁塞問題，就近提供服務，並實現位置獨立性。
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它提供了更好的用戶體驗，提高服務器的響應速度和服務器資源的利用率。
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第一負載均衡技術是通過DNS來實現。它配置了相同的名稱，多個IP地址，所以誰查詢名稱的客戶將得到其中一個地址，從而使得不同的客戶訪問不同的服務器，達到負載均衡的目的。
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DNS負載均衡是一種簡單而有效的方法，但它不能區分的服務器之間，並且也不能反映服務器的當前運行狀態。
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一旦服務器發生故障，即使在修改時的DNS設置，它也需要花費大量的時間（刷新時間），讓它正常工作。
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隨後，基於客戶端的負載均衡的出現，基於客戶端的解決方案需要每個客戶端與服務器集群的基本知識，定期或不定期地收集正在運行的服務器組參數，並將請求發送給服務器，可以提供最好的服務。
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採取伯克利，例如，智能客戶端是一個基於客戶端的解決方案。這種技術的問題是通用性，它要求每個客戶機上安裝一個特定的服務器的信息收集程序。
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為了克服這個問題，基於服務器的負載均衡方案被提出來的，最常用的方法是反向代理技術，利用反向代理服務器將客戶端請求轉發到不同的服務器均勻，或直接發送緩存到客戶端。
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例如，squid代理服務器和Netra代理服務器是反向代理技術的代表。
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反向代理技術，可以結合負載均衡和代理服務器的高速緩存技術為一體，有效地減少服務器的響應時間。
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但它需要開發一個反向代理服務器為每個服務，這大大增加了開發成本。
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此外，代理服務器本身有非常大的負荷，最後反向代理服務器本身會成為服務的瓶頸。
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現在很多負載均衡器都是基於NAT技術，該技術在成本和效率的一個很好的優勢。
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這是支持負載均衡技術，地址轉換網關，它可以映射為多個私有IP地址的公網IP地址，每個TCP連接請求時，它動態地使用私有地址中的一個，從而達到負載均衡的目的。
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由於地址轉換為相對靠近網絡的底部，所以它通常被集成在硬件設備，它需要購買額外的硬件。
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由於以太網本身的設計缺陷，上述傳統的負載均衡技術並沒有達到理想的效果。
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OpenFlow的技術演示提供了一種新的方式來實現負載均衡;它可以很好地解決傳統的負載均衡的不足。
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由於以太網在設計之初，並沒有充分考慮到未來網絡的發展趨勢，現在以太網已經顯示出一些缺點，尤其是做一些創新的網絡實驗上的現有協議，實驗數據對現有數據的影響變得本實驗中的最大障礙。

dragon9621
高亮
OpenFlow的技術的產生是為了解決這些問題，現在的OpenFlow已經成為SDN的代表性，它開闢了網絡創新的新途徑。

dragon9621
高亮
現在已經有幾所大學已經部署了OpenFlow的網絡，其中包括斯坦福大學，這已經得到完美的實驗結果。
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傳統的交換機捆綁硬件和軟件在一個盒子不同，OpenFlow的交換機分隔的數據轉發和路由控制，分別由OpenFlow的交換機和控制器來完成的。
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最終它實現一個更加開放，更加靈活，更易於管理和可擴展的網絡。
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為了達到控制流量轉發的目的，OpenFlow的交換機會將其中已經到達交換機根據流表中的數據包，以及控制器工作在交換機的流量表，通過OpenFlow的協議。
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控制器決定如何將新流的數據包應該由交換機來處理。
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當新的數據包到達交換機時，它就會被重定向到它決定開關是否應丟棄或轉發它的控制器。
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該控制器還可以刪除或修改交換機現有的流條目。在OpenFlow的交換機模型如圖1所示。
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All of the flow entries in OpenFlow switch are stored in
the flow table. They consist of match fields, counters, and
actions. Each flow entry stores Ethernet, IP and TCP/UDP
header information. Match Fields are used to match the input
packet fields, in OpenFlow1.0 Match Fields includes ingress
interface, Ethernet source address, Ethernet destination
address, Ethernet type, VLAN ID, VLAN priority, IP source
address, IP destination address, and IP protocol type/APR
operation code, IP TOS, TCP/UDP source port, TCP/UDP
destination port. Each flow entry also maintains a counter of
number of packets, and bytes arrived per flow. A flow entry
can also have one or more action fields that describe how the
switch will handle packets that match the flow entry. If a flow
entry does not have any actions, then the switch drops all
packets for the particular flow. Each flow entry also has an
expiration time after which the flow entry is deleted form the
flow table. This expiration time is based on the number of
seconds a flow was idle and the total amount the time the flow
entry has been in the flow table.

OpenFlow switches are like a standard hardware switch
with a flow table performing packet lookup and forwarding.
OpenFlow switch uses an external Controller to add rules into
its flow table. That is to say, all operations of OpenFlow
switch are controlled by the Controller. The Controller that
this paper used is Floodlight [10]; it is an open SDN
Controller which is developed by an open community of
developers including a number of engineers form Big Switch
Networks. It is designed to work with the growing number of
switches, routers, virtual switches, and access point that
support the OpenFlow standard.

II.  THE DESIGN OF LOAD BALANCING ARCHITECTURE

2.1 Summary

The load balancing architecture this paper described
consists of OpenFlow switch network with a Floodlight
Controller and multiple servers connected to the ports of the
OpenFlow switch. Each server equips two network interface
cards, one connects to the OpenFlow switch, communicating
with client through OpenFlow network; the other connects to
the Controller, and communicating with Floodlight Controller
by local network. The load balancing architecture in
OpenFlow environment is shown in Figure 2.

As shown, Floodlight Controller maintains a server
address pool and generates current network topology in real-
time, it equipped a static IP address for each server interface
connected to the OpenFlow network. In the Controller, it is
equipped with a virtual address that provides external service.
From the client's perspective, the server reflects to be an IP-
based system image by OpenFlow switch service, all servers
share this virtual address and through this virtual address, the
client can put the whole system as a host system that has
independent legal IP address, all access from the clients are

sent to the virtual IP address. When the client sends a request
packet to the switch, OpenFlow switch uses the packet header
information to compare with flow entry in the switch, if the
client packet header information matches up with the flow
entry, and then increase the corresponding packet counters
and byte counters, and forward the packet using actions in the
flow entry which is matched it. If has no flow entry that
matched up with the packet, the switch will forward this
packet to the Floodlight Controller, and then let the
Controller determine how the switch forwards the packet. The
Controller adds corresponding flow entry to switch through
OpenFlow protocol. Figure 3 shows the procedure of
OpenFlow switch processing packet.

% Controller

Clients «

Figure2. The load balancing architecture in OpenFlow environment

2.2 Load balancing strategy

1) Random

For each new flow that is forwarded to the Floodlight
Controller, the Controller randomly selects a server from a list
of registered servers which server will handle the request[11].

2) Round Robin

For each flow that is forwarded to Controller, the
Floodlight Controller selected a server to process the client
request according to a certain order [12].

3) Server-based load balancing (SBLB)

a) Dynamic feedback the current server load, mainly
collect CPU occupancy rate L(C;), memory occupancy rate
L(M;), and response time L(R;),but this information does not
directly represent the load of a node, so it needs a function to

convert these indicators, and then got the load of the server
L(Sl)

L(S;) = r; = L(C) +ry * LOM;) + r3* L(Ry), i=
0,1,..,n—1;sumr; =1 (1)

Due to there are different type service, which can have
different influence on each part of the node, therefore, we
introduced the parameter r, it is used to emphasize different
degree of influence that this type service to various parts.
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所有在OpenFlow的交換機的流量的條目被存儲在流表中。他們包括比賽場，計數器和行動。每個流條目店以太網，IP和TCP / UDP頭信息。
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每個流條目也保持數據包數量的計數器，字節到達每個流。甲流條目也可以具有一個或多個描述該開關將如何處理匹配的流入口的數據包動作的字段。
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如果一個流條目沒有任何行動，那麼交換機將丟棄所有數據包的特定流量。
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每個流條目還具有在此之後，流條目被刪除形式的流表的到期時間。
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這個過期時間是根據秒數一個流為空閒和總金額時的流條目已經在流表。
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OpenFlow的交換機像執行數據包查找和轉發的流量表的標準硬件開關。 OpenFlow的交換機使用外部控制器添加規則到其流量表。
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也就是說，OpenFlow的交換機的所有操作都是由控制器來控制。使用了本文的控制器是投光燈[10];它是由開發商在內的多個工程師組成大型網絡交換機一個開放的社區開發的開放SDN控制器。

dragon9621
高亮
它的設計與越來越多的交換機，路由器，虛擬交換機和接入點支持的OpenFlow標準的工作。

dragon9621
高亮
負載平衡架構本文描述由一個投光燈控制器和連接到OpenFlow的交換機端口的多個服務器的OpenFlow交換機網絡。

dragon9621
高亮
每個服務器都配備兩個網絡接口卡，一個連接到OpenFlow的交換機，與客戶通過OpenFlow的網絡通信;其他連接到控制器，並通過本地網絡與泛光燈控制器通信。在OpenFlow的環境中的負載均衡體系結構示於圖2。

dragon9621
高亮
如圖所示，投光燈控制器維護一個服務器的地址池，並生成當前的網絡拓撲結構，實時性，它配備一個靜態IP地址連接到的OpenFlow網絡中的每個服務器接口。

dragon9621
高亮
在控制器，它配備了一個虛擬地址，可提供外部服務。從客戶端的角度來看，服務器反映是一種基於IP的系統映像通過OpenFlow的交換機服務，所有服務器共享這個虛擬地址，並通過這個虛擬地址，客戶端可以把整個系統作為一個主機系統，具有獨立法人的IP地址來自客戶端的所有訪問被發送到虛擬IP地址。

dragon9621
高亮
當客戶端發送請求報文到交換機，OpenFlow的交換機使用的數據包報頭信息與交換機流條目進行比較，如果客戶端數據包報頭信息與流條目匹配起來，然後增加相應的數據包計數器和字節計數器以及使用該匹配它在流入口動作轉發該數據包。

dragon9621
高亮
如果有一個匹配與數據包沒有流條目，交換機將這個數據包轉發到投光燈控制器，然後讓控制器決定如何開關轉發數據包。

dragon9621
高亮
該控制器增加了相應的流條目通過的OpenFlow協議進行切換。圖3示出的OpenFlow交換機處理分組的過程。

dragon9621
高亮
由於存在不同類型的服務，它可以對本節點的各部分有不同的影響，因此，我們介紹了參數r，它是用來強調不同程度的影響，這種類型的服務給各個部分。


b) Processing ability computation of server node: When
we compute load balancing, if the service nodes are
heterogeneous, we should not only consider the node load, but
also must consider the node's processing capacity. For the
processing ability C(S;) of node s;, it is mainly considered
from the following several indicators: CPU quantity n;,CPU
computation ability C(C;), CPU type, memory capacity C(M;),
disk I/0O rate C(D;), network throughput C(N;), maximum
process number C(p;).

C(Sp) =k *nj * C(C)) + ky * C(M;) + kg * C(D;) + ky *
C(N;) + ks * C(p;),i =0,1...,n-1; sum(k;) = 1; (2)

¢) Calculating weight: When the server load balancing
system comes into use, the administrator should set
DEFAULTwgigHr; as initial weight to every server, as the
server load changes, the weight to be adjusted. In order to
avoid the weight becomes a too large value, we set a range of
weights that is [DEFAULTwgigur;, SCALE * DEFAULTwgigut, |,
where SCALE can be adjusted, and its default value is 10.
Controller runs SNMP module periodically to queries the load
parameters and calculate the aggregate load value
AGGREGATE_LOAD;. And using a sigmoid function to map
aggregate load to[0, +0), if the result is 1, we think the server
is in the best condition. We introduce the following formula,
depending on the server aggregate load value to adjust its
weight.

w; = w; + A* 3/0.95 — AGGREGATEoap, 3)

In the formula, 0.95 is what we want to achieve system
utilization, and A is an adjustable coefficient (the default value
is 5). If the aggregate load is 0.95 server weight will not
change, if the aggregate load is greater than 0.95, it will
become smaller, and if the aggregate load is less than 0.95, it
will becomes larger. If the new weight is greater than SCALE *
DEFAULTwEigHT, » We set the new weight of SCALE x
DEFAULTwEiHT;- As can be seen that this is a dynamic
feedback formula, it will make the weights adjusted to a stable
point, such as a system to achieve the desired state, the weight
will be constant. In practice, if it is found the weights of all the
servers are less than their DEFAULTygguT, the server cluster
should be overloaded, then it need to add new nodes to the
server cluster. Conversely, if the weights of all servers are
close to SCALE * DEFAULTygiguT, then the current system
load is very small.

d) For each new incoming requests, it selects node to
response the client by the following method. First, find out the
server S, which has the maximum value of weight, and then
find out a server S;, the weight of which is fitted W(S;) >
W(Sy,) —fi=0,1,..,n— 1,where fis a constant, then add
S;to collection J. After that we calculate the probability P(Sy)
for each sever in collection using formula (4).

P(Si) = C(Sk)/sum C(S;) “4)

Then the system selects a server based on the probability.

III. DEMONSTRATION AND RESULTS OF DATA ANALYSIS

Our load balancing architecture consists of an OpenFlow
switch based NetFPGA with a Floodlight Controller and three
server machines connected to the ports of the OpenFlow
switch, as is illustrated in Figure 3.
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> > Ethernet
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Figure 3. Load balancing architecture using OpenFlow switch based

&

NetFPGA with a Floodlight Controller

The OpenFlow switch uses one interface to connect to the
Ethernet switch. Three Web servers in the network map to the
same virtual host and provide the same services. Since all
client requests are destined for the same IP address. When a
packet from a client arrives at the switch, Floodlight then
decides on how the packet for this flow should be handled by
the switch according to the load balancing strategy. The
Floodlight then inserts a new rule into the switch’s flow table
using the OpenFlow protocol. The rule is that modify the
destination MAC and IP address of the request packet with a
server’s MAC and IP address. After the packet’s header is
modified, the switch forwards the packet to the output port of
the server. When the servers send back a packet to the client,
Floodlight adds a flow entry that modifies the source IP
address with the IP address of the hostname that the client
sends its request to. Hence the client always receives packets
from the same IP address. When the connection of client and
the server is established, all packets will be forwarded at line
speed.

To reduce the average response time of the server, we
wrote SNMP module and LoadBalancer module that are
executed by the Floodlight Controller. The SNMP module is
responsible for using snmp-request message of SNMP
protocol to collect each server’s load information every 5
seconds and save it to the database. If the server does not
respond within a certain period of time that the server is
considered be overloaded state. SNMP module tells
LoadBalancer reduce the weight value of the server. The
LoadBalancer module is responsible for extracting current
load information from servers and calculating an aggregate
load value according to the load balancing strategy. The
LoadBalancer calculates a new set of weight values using each

694


dragon9621
高亮
加工能力計算服務器節點;當我們計算的負載平衡，如果服務節點是異構的，我們不應該只考慮節點負荷，但還必須考慮節點的處理能力。

dragon9621
高亮
計算體重：當服務器負載均衡系統投入使用後，管理員應該設置為初始重量為每一個服務器，因為服務器的負載變化，重量進行調整。

dragon9621
高亮
為了避免重量變得過大的值時，我們設置了一系列的權重即，在尺度可以調節，並且它的默認值是10。

dragon9621
高亮
控制器運行SNMP模塊定期查詢的負載參數，並計算綜合負載值。

dragon9621
高亮
我們的負載平衡架構由一個OpenFlow的交換機基於NetFPGA用投光燈控制器和連接到OpenFlow的交換機端口三個服務器的機器，如示於圖3。

dragon9621
高亮
在OpenFlow的交換機使用一個接口連接到以太網交換機。在網絡映射到同一個虛擬主機三台Web服務器，並提供相同的服務。

dragon9621
高亮
因為所有的客戶端請求都發往同一個IP地址。當來自客戶端的數據包到達交換機，泛光燈然後決定如何分組為這個流應該由交換機根據負載平衡策略來處理。

dragon9621
高亮
泛光燈然後插入使用的OpenFlow協議的新規則到交換機流量表。

dragon9621
高亮
規則是修改目的MAC和服務器的MAC和IP地址的請求報文的IP地址。後的數據包的報頭被修改時，開關將數據包轉發到服務器的輸出端口。

dragon9621
高亮
當服務器發送回一個數據包到客戶端，投光燈補充說，修改源IP地址與客戶端發送其請求主機名的IP地址的流量入口。

dragon9621
高亮
因此，客戶端總是從同一個IP地址接收數據包。當建立客戶端與服務器的連接，所有的數據包將線速轉發。

dragon9621
高亮
以減少服務器的平均響應時間，我們寫了SNMP模塊和由該投光燈控制器執行負載均衡模塊。

dragon9621
高亮
SNMP模塊負責使用SNMP協議SNMP請求報文，收集每個服務器的負載信息，每隔5秒，並將其保存到數據庫中。如果服務器沒有的服務器被認為是超載狀態在一定時間內做出回應。
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高亮
SNMP模塊告訴負載平衡器減少服務器的權重值。負載平衡器模塊負責從服務器提取電流的負載信息，並根據該負載均衡策略計算的總負載值。

dragon9621
高亮
負載平衡器來計算一組新的使用每台服務器的綜合負載值和當前權值權重值。

dragon9621
高亮
式中，0.95是我們想要達到的系統利用率，並且是一個可調節係數（默認值為5）。

dragon9621
高亮
如果聚合負載為0.95服務器重將不會改變，如果該聚合負載大於0.95，這將變得更小，而如果聚合負載小於0.95時，它會變得更大。

dragon9621
高亮
對於每個新的傳入請求，是選擇節點來響應客戶機通過以下方法。


server’s aggregate load value and current weight values. When
aggregate load value indicates that the server is busy, new
calculated weight value will be smaller than the current weight
value, such that allocated number of requests to the server will
be less. When aggregate load value indicates that the server is
in a low utilization, new calculated weight values will be
larger than the current weight values, such that allocated
number of requests to the server will be added. It selects a
range of lightly loaded server to join the candidate set,
according to a certain probability distribution of client
requests to the server. LoadBalancer module send the selected
results to Floodlight, Floodlight then inserts a new rule into
the OpenFlow switch’s flow table according to the selected
results. In this way, flexible and low latency service can be
provided to clients. In addition, Floodlight also maintains an
entire network topology and real-time flow table information
of OpenFlow switch. Administrators can grasp the whole
network node information, make up the shortcomings that
traditional network is transparent for administrators, as
illustrated in Figure 4.

request

sernver state

Figure 4. Three functional units implemented in Floodlight Controller

In our experiment, two clients send request to servers
which publish web pages for every 0.2 seconds using the
virtual address. OpenFlow switch queries the flow table after
it receives a packet, if there is no flow entry matching the
packet, it sends a Packetln message to the Floodlight
Controller. If destination address and port in the requested
packet equal with the virtual host address and port which is
used to publish web pages, Floodlight calls the LoadBalancer
module, and the LoadBalancer module calculate the current
minimum load server using SBLB load balancing strategy,
and passes the result to Floodlight. And then, Floodlight adds
a flow entry to OpenFlow switch based on the returned result,
OpenFlow switch could establish a connection between the
client and servers, and forward the client's request to a server.
This mechanism can achieve effective dynamic load balancing
for servers.

To assess the response time and usage of server resources,
LoadBalancer module uses Round Robin, Random and SBLB

load balancing strategy respectively. We got the average
response times are 1.1827s, 1.1325s and 0.9631s, by detailed
analyzed of the experimental data using the three strategies.
As can be seen, using SBLB load balancing strategy which is
designed by this paper, servers got the smallest average
response time.

In order to see advantages of SBLB load balancing
strategy more clearly, we analyze response time by using
different load balancing strategies for each server, the
response time of serverl is shown in Figure 5.
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Figure 5. The response time of serverl

The response time of server2 is shown in Figure 6.
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Figure 6. The response time of server2

The response time of server3 is shown in Figure 7.
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Figure 7. The response time of server3

The three figures above show response time of servers,
where x-axis represents the number of 500 records, which is
got from server log, and y-axis represents the server response
time, in unit of microseconds. SBLB algorithm is slightly
better than the Round Robin algorithm as shown in Figure 5,
but compared with Random algorithm server response time is
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dragon9621
高亮
當綜合負載值表示服務器忙，新的計算權重值會比目前的體重值越小，這樣的請求到服務器的分配的數量將減少。

dragon9621
高亮
當綜合負載值表示服務器處於低利用率，新的計算權重值會比目前的權重值較大，請求到服務器，這樣分配的數量將增加。

dragon9621
高亮
它選擇一個範圍負載較輕的服務器的加入​​候選集，根據客戶端請求的某個概率分佈到服務器。

dragon9621
高亮
負載均衡模塊發送選擇的結果泛光燈，Floodight然後根據選定的結果插入新的規則到OpenFlow的交換機的流量表。

dragon9621
高亮
以這種方式，靈活和低延遲的服務可以被提供給客戶端。另外，投光燈還維護整個網絡的拓撲結構和OpenFlow的交換機的實時流表信息。

dragon9621
高亮
管理員可以掌握整個網絡節點的信息，彌補了不足之處，傳統的網絡是透明的，管理員，如圖4所示。

dragon9621
高亮
在我們的實驗中，兩個客戶端發送請求到發布網頁使用虛擬地址每隔0.2秒服務器。 OpenFlow的交換機查詢流表它接收到一個數據包之後，如果不存在流條目相匹配的數據包時，它發送一個PacketIn消息發送到投光器。

dragon9621
高亮
如果所請求的數據包等於與用於發布網頁的虛擬主機地址和端口目的地址和端口，泛光燈調用負載均衡模塊和負載均衡模塊計算使用SLB負載均衡策略的當前負載最小的服務器，將結果傳遞給泛光燈。

dragon9621
高亮
然後，投光燈增加了一個流條目根據返回的結果OpenFlow的交換機，OpenFlow的交換機可以建立客戶端和服務器之間的連接，並在客戶端的請求轉發到服務器。這種機制可以實現有效的動態負載平衡服務器。

dragon9621
高亮
為了評估的響應時間和服務器資源的使用情況，負載均衡模塊採用輪循，隨機和SLB負載均衡策略分別。

dragon9621
高亮
我們得到的平均響應時間為1.1827s，1.1325sn0.9631s，通過詳細的使用三種策略的實驗數據進行分析。可以看出，使用由本文設計的SBLB負載均衡策略，服務器得到了最小的平均響應時間。

dragon9621
高亮
為了能看到的SLB負載均衡策略更清晰的優勢，我們分析的響應時間通過為每個服務器不同的負載均衡策略，服務器1的響應時間，如圖5所示。

dragon9621
高亮
這三個數字以上的服務器，其中x軸代表的500個記錄，這是從服務器日誌得到的數，並且y軸表示的服務器響應時間，單位微秒的顯示響應時間。

dragon9621
高亮
SBLB算法比輪循算法稍微好一點，如圖5，但具有隨機算法的服務器響應時間相比要小得多。


much smaller. As illustrated in Figure 6 and Figure 7, SBLB
algorithm has a considerable advantage. So we can conclude
that using SBLB algorithm as OpenFlow-based server cluster
dynamic load balancing strategy not only saves money, has a
flexible strategy, but also can significantly reduce server
response time.

To illustrate SBLB algorithm is more reasonable than
Round Robin algorithm and Random algorithm about resource
scheduling, we analyze the CPU load information and
memory information extracted from the different servers and
get the following histograms.
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Figure 8.The load scheduling of Serverl
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Figure 10.The load scheduling of Server3

As shown above, where x-axis represents CPU load
information and memory load information, and y-axis
represents the usage of CPU and memory. It is obvious to see
that using SBLB strategy can make resources scheduling more
reasonable. The utilization of CPU roughly about 20% and
memory utilization roughly about 25%. Three servers CPU
usage and memory usage is basically the same, while Round
Robin and Random is used, the allocation of resources have a

greater instability. It is illustrated that using SBLB strategy
can make resource scheduling more reasonable, avoid load
imbalance between servers, and improve the system resource
utilization.

IV. CONCLUSION

This paper presents an OpenFlow-based dynamic load
balancing server cluster architecture to solve the problems that
traditional dedicated load balancer faced. Experiment shows
that our load balancing architecture consists of an OpenFlow
switch based NetFPGA with a Floodlight Controller is more
flexibility and low-cost. This can replace traditional dedicated
hardware load balancer. The OpenFlow switch provides the
flexibility to implement arbitrary load balancing policy in
software and decouple policy from the switch itself. It is also
convenient for us to use different load balancing strategies in
different network environment. Compared with Random
algorithm and Round Robin algorithm uses our SBLB load
balancing strategy can not only improve the response time of
Web servers, but also can be more rational deployment of
resources. These achieve a more efficient load balancing.
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高亮
如圖6和圖7，SBLB算法具有相當的優勢。因此，我們可以得出結論，使用SBLB算法的OpenFlow架構服務器集群動態負載均衡策略不僅節約了資金，具有靈活的策略，但也可以顯著降低服務器的響應時間。

dragon9621
高亮
為了說明SBLB算法比輪循算法和對資源調度的隨機算法更合理，我們分析從不同的服務器中提取的CPU負載信息和內存信息，並得到下面的柱狀圖。

dragon9621
高亮
如上所示，其中x軸表示CPU的負荷信息和存儲的負載信息，並且y軸表示CPU和內存的使用。

dragon9621
高亮
很明顯地看到，使用SBLB策略可以使資源調度更加合理。 CPU的費用約佔20％，內存利用率約25％的利用率。

dragon9621
高亮
三台服務器的CPU使用率和內存使用情況基本相同，而循環賽，並隨機使用，資源的分配有一個更大的穩定性。
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高亮
這說明，使用SBLB策略可以使資源調度更加合理，避免服務器之間的負載不平衡，提高系統資源利用率。
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高亮
本文提出了一種OpenFlow的基礎動態負載均衡服務器集群架構，以解決傳統的專用負載均衡器所面臨的問題。

dragon9621
高亮
實驗表明，我們的負載均衡架構包括基於NetFPGA用投光燈控制器的OpenFlow的交換機是更多的靈活性和低成本。這可以取代傳統的專用硬件負載平衡器。

dragon9621
高亮
該OpenFlow的交換機提供了實現任意負載均衡策略中的軟件和交換機本身脫鉤政策的靈活性。這也方便了我們使用不同的負載均衡策略，在不同的網絡環境。

dragon9621
高亮
與隨機算法和輪循算法相比使用我們的SLB負載均衡策略，不僅可以提高Web服務器的響應時間，同時也可以更合理地調配資源。這些實現更有效的負載均衡。
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