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Abstract

Wireless sensor networks (WSNs) have become widely used because of their low
cost and low power consumption. With the IPv6 Low-power Wireless Personal Area
Network (6LoWPAN) standard proposed by Internet Engineering Task Force (IETF), WSN
can be seamlessly integrated with Internet devices running IPv6. With 6LoWPAN, it will be
easy to manage a lot of sensors via the Internet. This thesis illustrates the design and
implementation of an enhanced network management system for 6LoWPAN-based WSNs.
Through the simple network management protocol (SNMP) and an event-driven
mechanism, the system can help users to manage a large number of sensor devices

efficiently.
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IEEE Administered Manufacturer Selected

Company ID Extension ID
24 bits 24 bits
IEEE 802 Address: cceecc00 cecceccee coccccce XOOO000CK 30000000 3000000

EUI-64 Address: ceceec00 ceececee cececcee [11111111111111110] 30000000 300000 0000000

OxFF OxFE

IPv6 Interface

|dentifier: cceceecl( cocecece cocceceec 111171117 111ITTT0 300000000 X0OOBNNN KOBOONK

64 bits

B 2-4 ~ EUI-64 i ht 3 3%

2.3 IEEE 802.15.4

2003 &£ d T T+ 1 A2FFF ¢ (Institute of Electrical and Electronics Engineers ;
IEEE) #74& !¢ IEEE 802.15.4[17] :# & % B 4 % & #§ (Low-Rate Wireless Personal
Area Networks ; LR-WPAN ) i 7 1% > 2 & 7 F #8 4 (Physical Layer ; PHY) £2 4548 15
B~ #1% (Media Access Control Layer ; MAC) 3L o *2 it & i 42 ~ Mg 5 @ﬁ%l .
MAEA TS ERP T AEERS P BRI - S BRRd RS ER A, 102
7 - BRI D —‘ﬁ (PAN Coordinator) £ — %% ¥ (Network Device ) o & 353K #
Egemd a4 > Fous i 2k & (Full Functional Device ; FFD) £ 4% f§ # it &
# (Reduced Functional Device ; RFD ) 4[] 2-5 #7751 o > % it 3% & B e 0e

FOOLE R AT A B 4 o ek (WPAN ) R B PR 20K SR A

10



WHREFFAR GRS AR RE ERE EFRRKLR TR B
A il bR R BRBRE PN EETREMTRGEL S ERA

”

¥ L AL L A U < Rl g

\ . Full Functional Device

O Reduced Functional Device

O
>
O

e O

O

W25 ~ 2 KAEHPH ARG

2319 Wk

F %8 % (Physical Layer ; PHY Layer) & % "o s OSI #24]¢ S iden— & > 1 & 1
ﬁ{ﬁﬁﬁ%ﬁ@ﬁ@ﬁ%ﬁﬁ\@ﬁﬁﬁﬁﬁﬁ’@ﬁﬁj@?ﬁﬁﬁiﬁﬂ’@
Hijonit e TR ity o F WA * 2425 5| B4 (Direct Sequence Spread
Spectrum ; DSSS) Hjbr s & * pL B kFR o AT MM ML TR E P i e R B
Ao T8 K ¥_#& 7 868MHz ~ 915MHz #7 2.4GHz = BAEEL » = 4|4 7 27 B o
B 0 | 260 T ATE L AR PP M ST R Y £ 210 A i B A B[R 7
I B i 5 4% 20kbps I 250kbps 2 B 0 T ¥ g4 L1 3 16 B 3

Fok*PEFFESRTAF 1o S PP OFTET PP FERY DA E D o

11



% 2-1

~

AR KA

¥ % A i3 7oA g
S 868 MHz 1(0) 20kbps
iREF 915 MHz 10(1~10) 40 kbps

>t 2.4 GHz 16(11~26) 250 kbps

23280 F 4l &

88 3 2~#- 41 & (Media Access Control Layer ; MAC Layer ) # i MAC F PR3 £2
¥ IPRAE > f F 4% (Beacon) I~ i P RHPFH (Guaranteed time slots ;
GTS) # I ~ Wiz ~ + Kt Jff:h%@ﬂi%].l‘z % 3% = M B (Association ) & ﬁi",éf hd B3

(Disassociation) o s 3r#1k L E2H# L 2 HH XK > AR A ﬁ;é_@ﬂi%]ﬁ;;‘ D3

% ek # 058 (Beacon Mode ) #2 & 13 & e2b e # ;% (Non-Beacon Mode ) - & 73

A5V CSMA/CA( Carrier Sense Multiple Access/Collision Avoidance ; CSMA/CA )[18]

15‘9"]‘%

ES

z ‘i?l_@ﬁcp'f'

FREL T BT AR ELF LT

R
S

Bi bl S R TROE A BLEETRORE T L B R

=
\En

4 FLAE o @ 2 RN §_IEEE 802.15.4 ¢ b g b AL o rﬁiﬁ.‘rhf@ﬁﬁ:éwﬁi

5 w
il
\\Xr

Y B 2-60 i * B 2-6(b)ck o @ E FoRLPEE ‘f‘:}&&%ﬂfé’a;’%ﬁ ( Coordinator)

R AR - e ZREE S Al 2k

R
/é«}

* (WPAN) P 38 B R

P o
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Coordinator Network

\ Coordinator NetV\{ork
Device Device
Beacon
| 1
| 1
Data ' Data '
Acknowledgment Acknowledgment
(Optional) (Optional)
(@) (b)
B 2-6 ~ (a) zF # @i

(b) I FAL 32 5

GAR iR B0 2 45 16 BPFR P (TimeSlot) o @i /R e A 4 5 %
i ER

( Contention Access Period ) ¥7 zL5% 5 pFEC ( Contention Free Period ) »
ol 2-7 T o AR GEPFE O A AR AR Y CSMA/CA 5 E 0
EIEDS o = L AR A R At

A AR (GTS) f vt R Leh B iy

LA

HE 3§ AR AR - AL PR RPER - T A ROETH GTS Y 2
AFhTarfR RN - BEERY cRAFHd CHRGVIE LR ot pE
B% e e o Flpt iy KB 307 R ) HREW A Sl i

Beacon Beacon
Contention Contention
Access Period Free Period
. >
Time

B 2-7 %% GhFrutagd 5B@FET 3B
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2.4 6LOWPAN

6LoWPANC( IPv6 over Low Power Wireless Personal Area Networks ; 6LoOWPAN )[19][20]
F_IETF >t 2004 # 11 * s 2 cna (8 %> Ay 4o E 2 AR PlER &Y @ * o |EEE
802.15.4 1L 7 |Pv6 t T 4p T % & > T IPv6 over IEEE 802.15.4 > ¥ Fr %7 3073 IP 3% &
z_ 3 i £ (Interoperability ) e 6LOWPAN ¥ TCP/IP e %% i3] < 5 4p i » 4c @) 2-8 0 £
G R g T8 K SR Bdr ) kBt IEEE802.15.4 B A MEF ARB A EH

BB TR PV 8 0 T Y TR B R SUS R -

TCP/IP Protocol Stack 6LoWPAN Protocol Stack
HTTP RTP Application Application
TCP UDP Transport TCP UDP
P Network IPv6 over LoWPAN
Ethernet MAC Data Link |IEEE 802.15.4 MAC
Ethernet PHY Physical |IEEE 802.15.4 PHY
(a) (b)

@ 2-8 ~ TCP/IP ¥ 6LOWPAN %= #-7]

IEEE 802.15.4 152 {4 JE A8 5 B34 A T 2 inde X B2 d 127 Br e do
AR 25 A v IPV6 A A REE 40 A~ @ UDP # AR 8 A e st
TCP 5 R ehiBef 20 i fe > Bfl il B k B ihp e flm S o a2 o IPv6

Rz 23 @s&%]ﬁ AF 5 1280 e o iR AT PLIR B ATa & ek * B ads 127 B

14



p—'m El ’ ‘;\:]l}l-‘ij‘ %lblx_. |§'§‘ﬁ‘k7ij ﬁ?&ﬁ@éﬁgﬁiﬁ° :"3‘4) ﬁz‘:’/i__'— ji:ﬁjﬁ:a/g:g’
6LOWPAN L %] o o BER8 5 Bodr ) A 2 e it & 20 B 4e ~ 3 & & (Adaptation Layer) >

A 2:90 ¥ Bl E R TR GRS B H TR B A0 Rk 2 [20] ¢

~
Applications Layer
6LoWPAN Specific Application (Socket Interface)
- Transport Layer
(TCP/UDP)

IETF ,
Network Layer
(IPv6)
( AdaptationLayer )
SLOWPAN WG mmmt ] mnituon ] ﬂb_]
(TRouting )] (MWobiy J @~ )

T ——

IEEE 802.15.4
(MAC/PHY)

\

IEEE

B 29 ~ 6LOWPAN 5 %% #

2413 B R

6LOWPAN & &g m@ﬂﬁ" ;Y ¥ _#& 7 RFC4944 # > # * HC1 (Head Compression 1 ;
HC1) %R X 0 A®JLRPFRT » 7 11 IPV6 % K< 40 Bytes B4 1 i 2
Bytes i B RAG(S ok ¥ S & 220 AR NG G ozl o ;)J’% K
RALEE? AN T L& A AR o Dok A el i d 3T L'L‘\_L"’K i * IPv6 > 7]
LLL#‘Z FRRHPFES IR S RHEE RS RO T B R T ALAR R R R
JETE R Y EUIGA Fabo NP BT RS o B P i M oA R

‘fﬁ P VLG AR S RER AT b PR ] o
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ES
x)
‘:"

% 2-2

» IPV6 HEp R A £

H . IPv6 | 6LoWIPPAN
eader header HCT Explanati
Field 1eader ixplanation
length length
Version 4 bits — Assuming communicating with IPv6.
Traffic class | 8 bits { bit 0= Not compressed. The field is in full size.
Flow label 20 bits | = Compressed. The traffic class and flow label are both zero.
Payload 16 bits L Can be derived from MAC frame length or adaptation layer datagram
length i size (6LoWPAN fragmentation header).
. . . Compressed whenever the packet uses UDP, TCP or Internet Control
Next header 8 bits 2 bits Messlijge Protocol version EIuJ(ICMP\-ﬁJ.
Hop limit 8 bits 3 bits The only field always not compressed.
Source 128 7 bits If Both source and destination IPv6 addresses are in link local, their 64-
address bits - bit network prefix are compressed into a single bit each with a value of
one. Another single bit is set to one to indicate that 64-bit interface
Destination 128 2 bits identifier are elided if the destination can derive them from the
address bits - comresponding  link-layer address in the link-layer frame or mesh
addressing header when routing in a mesh.
HCQ. ------ I bit Another compression scheme follows a HC1 header.
encoding
T 40 L Fully compressed, the HC1 encoding reduces the IPv6 header to two
otal o 2 bytes ;
bytes : bytes.

| 5

=i
&
=
A_
s
N
(n
‘_;.
\L'
@
\v
[N
i -~
3
=
=
HH
Pl
(ﬂd\
A-
&
5
i
A-
B
B

P (Fragmentation Header) - B 2-10(a) % §iE 3t e *7 &)

Datagram size #f =% 77 41 & ¢l £ & ~ Datagramtag * k&7 - i 5|endte

*

vz

B4te » 4oB 2-10(b) > 2

pite HiRHBE o

s it e %%E;T‘?K g L B4 11 =~ e Offset 4 =

(a)y | 1

Datagram Size (11 bits) | Datagramtag (16 bits)

(b)

0

0|0

Datagram Size (11 bits) | Datagramtag (16 bits)

Datagram offset (8 bits)

& 2-10

(a)

%o B B R (b) 18 F r BRE f 5

16
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2.5 fj H PR P ZINRK

M H g 12 153R (Simple Network Management Protocol ; SNMP ) [21] & d 4%
it 421 750) 2 (Internet Engineering Task Force ; IETF) ** i * & #7 2 & ch— £ 4§
B TR o MR A R AR he s B TR U T L F R (Management
Information Base ; MIB) » # -~ B ff % e su2e 4 > R imeit TR E S RE
L R e B Y 4R (Trap) S B2 50 o B 30 SNMP £ 38 5 BAR &
LA = A& 5 P SNMPv1 ~ SNMPv2c 2 %2 SNMPv3 - SNMPv1 #1988 & 7L » 12 7]
BE33chd 2 m R 3R SNMPV2c & SNMPVL cde s ik > & 7 % >~ R
o L4 2 B UE AT B il S SNMPV3 R I F & cnk R ER R L TR A

RE e RE By (B F 2

2.5.1% #

SNMP st F 24 d = BA AT rle L 1 FAEE (Station) ~ AL
4 (Agent)~ ¥ T3 & (Management Information Base ; MIB) ; 73 o @ 2-11
ST oo BILKE BB G REE 3L K 5 (Network Management System 5 NMS) » 34 {7 4p
B AN R EITRE AR A o f e R A ST A Sl L 3 B A
P M ER A PEAEAT L ERAERRRKA > X P TARGRER S
BRI REEAE PR R RTAER T AL AR ER X D

Ho 5 d 4 i @5 (Object Identifier ; OID) w % # Ik § A3 T 7% & chf 4L o

17



~

iﬁi 4 B8R
4 321 Fa
I ‘L / 4 P42 15
& ax
FAKE
( Station)
4 SR

B 1F 45,32 A (Agent)

® 2-11 ~ SNMP % 4

E

o

252 2 F

SNMP 12 ¢ 32 35 3 5545 (Structure of Management Information 5 SMI) & Zh# & &
ARAR B e F R o g Ch R il B AR F =T M E (Management
Information Base ; MIB) - SMI :& * = 2 E o 84 4 T_& MIB % fﬁ’ CC F R AR cll
TEF L FRFRAF GG o MIBE Y Bk S 5 B 800 2 St 3
e MERDH LU R AR DE S S o A A RR ) i A L
ML R g f;ﬂf;rsu;ﬁ»ii el 4o o & B P fi‘%"&é FNTI/TA R L
Fcditr F TR E P 28 e g 2 ke @ (Object Identifier ; OID) »

'F' ;j,r b v&rz\ 2_3 o

18



% 2-3 “MIB #2905 2 F 1

R I
el et LA
it v F Foit st A M TN F
FErFEAE LERA TG ol 38 %
*’iﬁ"%“‘i‘ e e FHREATHR
P @uliE (0ID) & MIB ® & (B4 (% crri - 285 &

Fidaun]iE (OID) £_MIB ¥ & B4 it v — %)@ > d — i i3 ot
ST AAGR B Y il o B 2-12 3 MIB AR A & BB 0 MIB Hifik % b
Rief = BAL 0 3 eI D ITUT F2A 4 041S0 FIA L 1+ ITUT
fo1SO B & LA 4 2010 ¥4 L A BBt AL 3 F RN (Og) &
THY - pERLEREAPI A i L 6 15T 5 dod o Dod % - BA L L
Internet #= & » d §2 3 g 5 {iso org dod internet } » F]pt $= £ B u| S F_1.3.6.1 - &
#fInternet * % & 7 7 B/ A~ & :directory (1)~ mgmt (2)~ experimental (3)~ private
(4 )~security(5)~snmpV2( 6 )% mail(7)-IANA( Internet Assigned Numbers Authority ;
IANA) f + 23] experimental £ private 4 £ > private &~ £ AT ¢4 £ 1 % enterprise’
TR R e s BRI o R EFY 5 p 2 27 hF A Blde cisco 0 OID

"% 1.3.6.1.4.1.9 -
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T |

ccitt (0) iso (1) iso-ccitt (2)
. e
standard (0) re gistration- member- identified-
authority (1) body (2) organization (3)
dod (6)

internet (1)

IR« i T

directory (1) magmt (2) experimental (3) private (4) security (5) snmpV2 (6)

mib-2 (1) --- --- enterprise (1)

... cisco (9)

temporary
variables (3)

P U S

DECnet (1) XNS (2) Apple Talk (3) Novell (3) VINES (4) Chassis (5)

atlnput (1)
atLocal (2)
atBcastin (3)
atForward (4) |

Bl 2-12 4 i i ul A A

',i iﬁj‘ﬁt%ﬁﬁ?%ﬁ?ﬁ F Ej o m?;ﬂ"*\—‘%}g_ 1?1\1{ LL":‘_:}:,

%
Fo i 2] F6 iR SNMP 8 I (838 & 3 fE3%w @Rt TS R L ks o
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¥R AR IT

A2 D A FIRBACR 31 A ARBE MR AERLF PR

( DMATEK ) [22]:7 DMA-2440L T [ #a % q‘b MR RMPBRET L RIRBRAET AR

B 4 T e T e FURE S KRR & 748 Atmel RZRAVEN B 3 i< & i

£11RZ-USB STICK #- % » % d IEEE802.15.4 @;@?] g gl

ékﬁ,ﬁﬁ% - ) AR 25 j/\w

DMA-2440L S - 18 A E B O : 00 06: 00 12:00

s %Iﬁ‘l’_'g BI¥ @ % pe2ip

518

RZ-USB Stick _-+-~ - RZ-USB Stick
-7 PRt 4 S ) 9%
- - - - - 6LOWPAN

= e

-7 | LTy |
| Y] I

EN

B 3-1 ~ i SRTR 8 B
Bl 3-2 5 B e PIRBHGSY FEFEFBHnTE A AEBHL B B
WIEE G PIE N MK A RV I TR LR TiE D T

§ o TEFREd Cacti BEEBLRA G BB oM X%y b mBYP > d LED

no

Bk 5 d 3 % - j&H (Light-Emitting Diode 5 LED) % 1 2 55 » 3 B3k & ¥ 1L

L2 enF I PPRE S Mk & I gLt %6 Net-SNMP 238 30 > 3% * 6LoOWPAN

i & 1@ i% SNMP ehip B 4p 4
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S o) IR &5

oo

Linux Kernel 2.6.24 Linux Kernel 2.6.32
PP B3 AL 40
LED 54 FIE ]| cact
Net-SNMP Net-SNMP
IPv6 IPv6
I[EEE 802.15.4 IEEE 802.15.4
6LoWPAN —  L— 6LoWPAN
i) i)
RZ-USB Stick RZ-USB Stick

B 3-2 ~ ,:“\ SUHC e B

3.1 DMA-2440L X > # 48

AT B R EE L F IO DMA2440L T 5 oo T S Samsung 2§
ARM9 k71| ® 1 S3C2440A EJZ B » 7.4 5 ARMO20T » PE7% 4% ¥3F {7 & 400MHz (%

% 7 i 533MHz) - DMA-2440L 5 — M A2 Foxic 2 AT 5 > 3 B g

=N

ERREVIHEMLTIRT O AEIBITE L & 45 WInCES.0 o Linux2.6.24 » B £ 3% &
LB G PSRE AR AT~ L EBRE D BB ] T L KB PR R LR
BRI ORI B R R EEST AR RY o Bl 3-3 £ DMA-2440L

=L ‘:: ?}ﬁo

22



B 3-3 ~ DMA-2440L T 5 *F g

REE S T RRACR R E AR o o B R AR T R
o EHA S PCREAFTAALER S A E o PR FRT B AR E (UK
Institution of Electrical Engineer) en® & » ¢ » ;% K AL S 34~ EALS Bk i - F
AL RUEFOKE A - AT R 2P REFERI THULY AR B
FEP LA PR IR PEEFY P FRF L U NI FESR

2

oo @ g VA ARk Sefe Linux i L

i

é\' 4 ﬁ_”i%;\»ﬁiégfj”;?}% o *ﬁ;]f_ﬁ:ﬂ&-

=5

AT Linux R4S B s B RS s PR a f B0 LS G
SR A R RS RS T 5o 3 R A7 SRR ATENS B 0 ffl PCRE R

Ay B A o0 BT ko

BAR O R Lnux ITE AR AL g - ek U Bldedp O - B AT
o BT L AT E R e R AR O] 0 RJEOTi Y R B AR RS o @ Y o
AT BT REBE EAR R R E SRR L AR T B A AR o € B LA B

F oo LA SHFEF LG N kA FE A AR BF e 0 AH - < RE
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3.1.12 % %=

d +* DMA-2440L T [ 32k e i Bk ] > T2 257 5 & JF £ #7503 Linux F5 s o

VLde x4 IPYE AL

G MR ETFTRGT L ERA FRFANAA G 0 WAL PH Y
UL PN R A AL LY - BT o PRERE L BT NT o PR
7 etk FH G R T LB (Cross-platform Development) » $+3% iT % & Sifr
Mo R EAES AR EE B ST oL BABE (Host)» A7 enT SAE
P E (Target) 1R BB BB E L %HFE (Cross Compiler) &k B3 o
HAWE RS 2T AP RSB R TR G L ER SR R R4

y2:8 @ﬁ% ;\.ﬂ B‘%ﬂab&agl"*if‘ro

Bl 34 B HE AP ORGETER - PEBEBEIAFTY OXBRAG
DMA-2440L > 53 ¥ ® i * LinuxCentOS5.8 ThB 7k ¥ > 1 %HhFE# * GCC (GNU

Compiler Collection ) [23]¢7arm 5% A& ! arm-gcc » %< & % arm-linux-gcc-4.0.3 »

PR E R LE HLWE

REBE R Linux % 8
arm-gcc 4.0.3

DMA-2440L Cent0S 5.8

Bl 3-4 ~ 22 3 BER
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3.1.2 Linux 3= #3 4&

B T 5 drEmbedded Linux 4 5 = ¥R 4 >4 @] 3-5 #7571 » & %] & Bootloader-~Linux

2w (kernel) % #1345 % % %t (Root file system ) - Bootloader & fxT » R ks H 7

42N 0 B R R A Y ek T i\ »1T% % % U-Boot & il * & Bootloader » 2 {é
G Linux Fro ZAE R R AR S U356 U-Boot ik
T Y3 NAND FLASH #f & chr kernel 4 %

( Trivial File Transfer Protocol ; TFTP) [24]4

v oo

Root -
filasystem | P FURT SR A SR KB A
Linux Kernel 1 PEEpREEREN I ] ~ AR ARIEH ~ T F A
Bootloader 77— i a#py T M AFE LA 4

B 3-5 ~ 4% » ;% Linux

TR o 7}-\1;'1';6 Eﬁfb

s FRs A v}f@,ui\l)\}_ % 2

Linux 2o # - e Efrefe
BT %J » ¢ £ # make menuconfig:

o A A# L Linux 2.6.24 1508 R b A o

¢ NMP S ERE 4 o 4ol 36

25



ﬁ root@deora:~/dma-linux-2.6.24 [96x29]

.config - Linux Kernel v

Q)

2.6.24 Configuration

Linux Kernel Configuration
<Enter> selects submenus --->.

Arrow keys navigate the menu.
hotkeys.
<Esc><Esc> to exit, <?> for Help, </> for Search.

Highlighted letters are

<M> module

< > module capable

Pressing <Y» includes, <N> excludes, <M> modularizes features.

Legend: [*] built-in

Press
[ ] excluded

. General setup --->|

[*] Enable loadable module support

-*- Enable the block layer ---»
System Type --->
Bus support --->
Kernel Features --->
Boot options --->
Floating point emulation
Userspace binary formats
Power management options
Networking --->
Device Drivers --->
File systems --->

[ 1 Instrumentation Support
Kernel hacking --->

===3

< Exit »

< Help >

F13-6 ~ ek & o

e B R K ia F TRt 2% 6 %< (Internet Protocol version 6 ;

IPv6) » ¥ ¥ 2 B2

FAE

P2
Ny

{6 it % IEEE802.15.4 @4 i & # = = DMA-2440L + > {7
RNDIS( Remote Network Driver Interface Specification; RNDIS ) RNDIS it #-USB( Universal

Serial Bus ; USB) % # H-ht 5 B/ o cNBpd 250 » FIM R APk s B

A0 B SR H 4 X o

R AL R B s fe R R LY E 0 IPv6 £2 RNDIS 4p B E 55 > 2R 18
make zImage ' ¥R %= = (A 2 image frzimage & i +% < P 4 ° image 5 &
¥ % o] ept Ak 0 zlmage /E‘Fﬁfé Pk Rl 0 F b iE & % zImage ;‘ N BB

33

DMA-2440L - # * # run kernel 45 £ ¥R & X = X ¥ DMA-2440L > T ¥ 1 FTHEE
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Fhk e ETE KRBT 1 EESS RIS o f AR e T R ARE K

gt~ 3% Linux ® 0¥ e % % L5 RomFS ~ NFS (Network File System ) ~ EXT2
( The Second Extended Filesystem )~ Cramfs ( The Compressed ROM Filesystem ) [25] % >
drEE A s o - g IR AR et 2l B o Cramfs kIR A S )

v R SRtk R F R RE G EFRPE > Cramfs € 5 i chd 35 ?‘#-‘@‘{ﬁ,é
ArRETF NIl "'"H%mﬁ*@ e Rfe P o d 3 Cramfs ¥ 3 B+ F & -
R E TR ERY 28R % > FY AT T B {SE R Cramfs iF 5 4 » 5% Linux T 5
ek ke AP 3 fI* BusyBox[26]1 B & iE # Cramfs 4§ %, % 3L o BusyBox & & 7
- F 5 BEF ¥ olinux &4 fo1 E gl o 7 4 4% Blibc 22 uClibc & f& S0 sV B o 18 #
—“Ff? 12 % BusyBox A2 i e T ATE B OB AFFN o @ P o R B i 4dkE e BusyBox
SRR R O RN T R R L o R LR SR i e

F]pt BusyBox 1 B At r N A ALE B P KPR LR T o

AFEF E R & 4 BusyBox-1.11.1 K & > g.%:%ﬁﬁ#&a‘“ﬁz;—]% & £ # make

menuconfig & £ &7 E > € NIRACH 3-7 AT e BEA o

27



ﬁ root@dora:~/busybex/busybox-1.11.1 [96x28]

)

BusyBox 1.11.1 Configuration

Arrow keys navigate the menu.
hotkeys.

<M> module

<Esc><Esc> to exit, <?> for Help, </> for Search.
< > module capable

<Enter> selects submenus --->.

Pressing <Y> includes, <N> excludes, <M> modularizes

Legend: [*]

Highlighted letters are
features. Press
built-in [ ] excluded

Busybox Settings
-—- Applets
rchival Utilities
oreutils --->
onsole Utilities
ebian Utilities
ditors --->
inding Utilities

-]

>

>

===

>

nit Utilities

===

ogin/Password Management Utilities --->
inux Ext2 FS Progs --->
inux Module Utilities --->
inux System Utilities --->

M scellaneous Utilities --->

N tworking Utilities ---»>

m

< Exit > < Help >

BF ’13‘_“‘3%%@?] »4p 4 # make i BusyBox > ¥ ¢ * # make installdp#4
FE - FEAIPH Lk € h_install PR o RIS E ¥ hEIZE rootfs B4k E 2

Bk GRS B R D B PP FAcd 31045 F E - install P & RAFE T 0

rootfs p £+ T o

Ry S 4
bin Ey S I R e
dev TFRRE RN E B PR
etc ERETEC LN A V=9 S
lib A mam N g
proc | o BBt S 1 5
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sbin AR i S b o FANETH K ALy B4R K RE
sys # A sysfs chv i %k
usr S EF LY Aoy 2

var - BRI gk
tmp Wtk P &

£2E 47 chrootfs P és’ﬁ*»%’—\a R R e A R P Kf (I &

~

A, BAYE 3-2 % Ahiie B Y i Net-SNMP #2422 LED fciesp M 4h % »

o
\gv
N

& 3

347‘

4O JEE 3P Bradp M P AT o Bi8 @ mkeramfs 1 E #-rootfs P &Fias fh %
& ¥ root_dma.cramfs » ¥ %6 TFTP $2 % > & * # run rootfs I 4 #th% EH
S B % S NAND FLASH ¢ o % -3 o2k # € 378ct » T 7 1 ¥ BAc A 5 H

q‘ﬁ > 3% Linux L& %27 o ExdFH m 4cB) 3-8

£ COM4 - PuTTY

SCTP: Hash tables configured (established 2048 bind 4096)
ieeeB80211: 802.11 data/management/control stack, git-1.1.13
ieeeB0211: Copyright (C) 2004-2005 Intel Corporation <jketrenoflinux.intel.com>
VFS: Mounted root (cramfs filesystem) readonly.
Freeing init memory: 144K
init started: BusyBox wvl1l.11.1 (2011-02-16 16:26:01 CST)
starting pid 836, tty '': '/etc/init.d/rcs’
Processing etc/init.d/rc.s
Mount all
Starting mdevd...
% % e v v J v v vk ok ok o vk ok o vk ok ok o o o vk ok ok o ok ok ok o ok v ok o ok o ok ok o o ok ok ok ok e e e ke ok ke ok
RootFS by Cramfs, DMATEK2440
Created by Ryan @ NCNU

http://www.dmatek.com.cn
% % v v v o o v v ok ok o o v ok ok i vk ok ok o o ok vk ok ok o ok ok ok o ok v ok o ok o ok ok o o ok ok ok o o ok ok ok ok ke ok

starting pid 846, tty '': '/usr/etc/rc.local’
Please press Enter to activate this console. eth0: using half-duplex 10Base-T (R

starting pid 848, tty '': '-/bin/bash’
Processing /etc/profile

[root@dmatek 1#]]

B 3-8 ~ g%~ 3% Linux & stExd F &
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3.1.4Net-SNMP

Net-SNMP F_f§ B e §2 ? 1@ +%3% (Simple Network Management Protocol ; SNMP )
E TR AR R 2 BRI T B "g,— IP et b L fEAEE o v R I & I SNMP
Bk o E T LFASNMP L &> A #EFF Sk AUnixo I F @ % IPv4 & IPve k B iX o
Net-SNMP % # SNMP vl ~ SNMP v2 ~ SNMP v3 % % A h o LAY %El_:k’é-g TR
FOERPRRSE IR 0 TPt RSB R # PR IEAR R snmpd %y%ﬁiﬁﬁl » 3% Linux %

AETERR T AERASELL R EH N AP R S E ks

W BEE o Rl S FEA AL 320

% 32 ~ Net-SNMP pie % % 3% 5

5 e
CC=arm-linux-gcc ‘f% LR iR
--enable-ipv6 138 1Pv6
--with-mib-modules="mibll/ipv6"
--with-mib-modules="agent/extend" % ¥ extension MIB
--with-endianness=little :}F] TP ARATE s )
--enable-mini-agent i — B ] 1 R T AR

--with-tranports="UDPIPv6 TCPIPv6"

(LRSS A b S
--enable-as-needed

--disable-scripts
--disable-ucd-snmp-compatibility

--disable-manuals
Bl 2w &zt iy (R r et~ * 2

--disable-snmptrapd-subagent
ptrap 8 £ s PERL %rA %)

--disable-embedded-perl

--disable-applications

--without-perl-modules
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ZEREFTEFE snmpd.conf K EHHT P K TMTF 2 BIGFRILEL T LK
KRR B R B U] HE TR ML Tl khe g
WL AT K€ 2 Net-SNMP #73% ik chextend % A 39 % 343K & 9 3 - Net-SNMP
# - 1 extension MIB (NET-SNMP-EXTEND-MIB) » ¥ 3R ¢ * K44 (7 - B p (FH B

Shell %4 42.5% » B~ 1949 F 4 39 3 o

Blders AT B B e AR T B 5 60 d 2t ¥ 3 S DMA-2440L FE %
i A EILSNMP B i s £ F R Fp (B - B shell script 4238 % B~ ¥
AR EPE I o G Linux kB it B iEH free ;}F] oot * o B 39 &
ERE PSS > Mem 78— (T8 F T F Fie R * 5 Swap Ao ehE kM

swap 7 FFenié * & 5 @ -/+ buffers/cache P #_P w4 s LB ¥ i F Wic Bt %

e

4 free

total used free shared buffers cached
Hem: 1834708 266004 68704 a 167008 Co3g12
=f+ buffersfcache: 235184 799524
guap: 10602880 60 1060220

B39 ~ Hrazelher £

22 - B4 & & check_memtotal.sh P42 3% 4 » 45 B 40 B #2530 3% 6 # free & B 4p

£ iR e B E o B8 & snmpd.conf K TAHAL 4 X do T R F_C
extend Mem total /bin/sh /usr/local/bin/check memtotal.sh

- R F MK A P snmpd & ¥ EITRE T 1 i * nsExtendObjects OID

B I F TR B 3-10 3 AW TR %o B kALY £ 4 61,060 KBytes 3 i 8 o
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# znmpwalk -v2c -c dma udpb:[aaaa::12:13ff:feld: 1516] NET-SHMP-EETEND-MIB: :nsExtenddbjects
NET -SHMP-EXTEND-KIE: :nzExtendComnand. "Men_free" = STRING: /binfszh

NET-SHMP -EXTEND-MIE: :nzExtendCommand. "Men_vzed" = STRING: /bin/=h

NET -SWMP -EXTEND-MIE: :nzExtendCommand. "Mem_total" = STRING: /bin/sh

NET-SNMP-EXTEND-MIE: :ngExtendires. "Hem free" = STRING: /uzr/local/bin/check_nenfree.gh
NET-SHMP -EXTEND-MIE: :nzExtenddres. "Men_unzed" = STRING: /Jusr/local/bin/check_memuzed.zh

NET -SHMP-EXTEND-KIE: :nzExtendires. "Men_total" = STRING: /fusr/local/bin/check memtotal.sh
NET-SHMP -EXTEND-MIE: :nzExtendOutputiline. "Men_free" = STRING: 46656

NET-SHMP -EXTEND-MIE: :nzExtendOutputlLine. "Mem uzed" = STRING: 14404

NET-SNMP-EXTEND-MIE: :ngExtendOutputll ine. "Hem total” = STRING: 61060

Bl 3-10 ~ i * Extension OID % 4

FeB R THHE > BETZEHEZ GFETT Dsnmpd £ 2w BAES ~ mib

AL & ~ snmpd.conf &k F A% 0 AR R A 2 ATAIZE orootfs AR RE P AR R T o AFT Y A%

ENE BRI
snmpd rootfs/usr/local/sbin/
snmpd.conf rootfs/usr/local/share/snmp/
mib rootfs/usr/local/share/snmp/mibs/

B 15 % mkcramfs 1 £ #- rootfs P Ak &% % 2 root_dma.cramfs » I #4E %
HEB | 282k o (i NAND FLASH ° > #-3% =32k & & 37cds > "j‘*‘“g GARME P &T 0 F T

BU AR R TV R FARRM AR o

DMA-2440L L S} ¥ 5 %45 2 FAVHBL A B EHe 7- Be 1 4
B o0 3% DM9000 * 3% 10/100M &  4ejt ~ = B # 5|3 ~USB i & ~SD + /i & ~

Frxhim >~ FEFA CITAG i w ~ » B k- &4 (Light Emitting Diode ; LED) % 3.5
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r4 LCD (Liquid Crystal Display ; LCD) & 4 & » /i & P 4B 3-11 -

Camera JTAG Extend Port J15 ADC LCD
LED
USE Host
UART 1
UART 2
UART 0 . —ereyr BN ; 3 e USE Device
- V0200 5437 = L
Switch S3C2440A
SD Card
DC5V
Reset
Sleep

Key Battery é%:?::': Audio MIC

B 3-11 - DMA-2440L % £ 4/ &

ARG R - AT XA R YT TR R~ LED AP M SR AR
3o Linux 3K # SREs e T Phe ch- 308 0 T OB E A B0 S AR e 1 22
- AE &R Soi¥ Lnux Pro o SER Linux gode o r 5 2 32 B - BE O e
AR o 02 T e <o) 0@ P TAFERGE FIR AT ERS A

Sz e Y~ LED B AR -

FE- WA - BXEHXE  FRNLECE T ALY Bk o H Sdfr

S S liche £ 3-4 0
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% 34 ~ k- R F am N

3 ;‘(\“ }? ﬁ;_ ¥ E‘E
led_open() B e - R A
led_release() [P S L ]
led_ioctl() PRk Rk
PR ARSI S L B AR E T K LED B* RIFEAAN > R X TLEHET R

L S SRR T sl F g 0TI kS IR e
led.ko #§ o B Fxi* 33K % DMA-2440L T~ - » ?‘ BB TR Y # insmod & 4

AR BT~ 0 B EES mknod 22k - A IRE Hoagh 3R S BRR AR

i\‘.)\o

BN FRP - RO T RSN - B3N led ioctl() 0 S0 T A

static int led ioctl (struct inode *inode, struct file *file,

unsigned int cmd, unsigned long arqg)

PO Al ko Rk > A X% emd #4880 AL FE€F S 4E 1 LED_ON
= 8% LED; LED_OFF 5 %4% LED - R {5 ji i * ¥ ¥ Fr® - TH L B I 41E ~ 7
BT LED R ek f o = = At b - A enfR s 1 B R SR e AR T

HEETS BRE DAERES GO SR P B 1 R L LR

3.2 Atmel RZRAVEN B # ¥ # 4

MEF R SRS Y 0 R i€ * |EEE802.15.4 @ﬁs?]ﬁ B 0 2 DMA-2440L * 5 5 ¢
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= g Flt AR 7 % Atmel RZRAVEN2.4GHz ¥ 7% #%<[27] 2 ©# i¥ 5 6LOWPAN ﬁﬂ@ﬁ%‘]

Atmel &% >3 Eoig = & 7 24GHz ISM B et jL | R B H- 0 42 AVR

-

RZRaven 1 E 2 i » SR ARBEF L * B HF T L -RZRaven RFREZF 5 7 B
AVR Raven i/ ~ — 1 RZ-USB stick #i-e > 72 % 4p R char 8 * #2358 > 4o 3-12 ° AVR
Raven -7 (T % LCD B2, 1* /i o (&8 N 27 BACE 4B I 55 LCD B 7 &2 % =
fi & ¢ ATmega3290P ¢ 5 #» AT86RF230 802.15.4 2.4GHz #& % 7 Jc % B b

5

ATmegal284P - RZ-USB stick e ] ¥ - B & 5 USB @ﬁ%] ® (USB dongle) » p ER

AT90USB1287 jcdy#1 % » ¥ B+ K % ¥ 73 IEEE802.15.4 /i & -

AGEEeEEEREEEEEEEEEEEES ®

7

AVR’

AVR Raven RZ-USB stick

Bl 3-12 ~ RZRaven B % % % i

¥+ RZ-USB Stick e #7& i * ehiT £ % ¥b» 2573 E#H Contiki[28] - Contiki &_
—fE A S B R RS TE RS B B ARSI > 4R IPvA & IPV6 B fE R B
Froa_o ik Aenfie § ¢ > Contiki % 3L Z 2Kb ez 48 22 40Kb vk 3 2o 4

(Read-Only Memory ; ROM ) » if * > 2o (@48 X "Leigh » 3% % Sifr @ SR PR > ©

*

BE BT 5 R 0 GBI B RS T S s e E o
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AT Y AT * GUER A 5 Contiki2.5 -rcl > i iE git B~ 1% Contiki ch R 4548 0 5 R4
AP e 25N Sl KA 4 - i 4 ravenusbstick.elfr L #-iE B 4% & 5 i JTAGICE
mkil $73% B (3£ AVR Studio #748 )&% 1 RZ-USB Stick :H ATOOUSB1287 i #] E +

d 3SRk B PR B H F JE ¢ * RZ-USB Stick 1 3 0 F| i * ke 2 ER A

pys

RZ-USB Stick o 4ofr & 5R2 * e+ A JURPFY € B8-S - 2fb- & - o+ +
B 0 Tyl 5 B =1k (Media Access Control ; MAC) =3k » RZ-USB Stick f 3P

T AP B e0ig e o @RS 53 USB #7349 Ir 5 MAC Address °

T8 A %8 (RZ-USB Stick ) &2 &7 %8 (Contiki) th.% & 4L 5 ” Jackdaw” » Jackdaw 7:&
7N F B E R RERER AN S G 21 RNDIS (Remote Network Driver Interface
Specification ) fic#t = — 1 8% /i % o RNDIS 8~ f&#- USB A R 3K & Ho#t 5 R B /1 & oD

SRfe AR 0 BN E R A NP R B AR B R T doR] 3-13 977 o

A2 root@dora:~/dma-linux-2.6.24 [96x29] = | B8 £2

: #EAH)
.config - Linux Kernel v2.6.24 Configuration

USB Network Adapters
Arrow keys navigate the menu. <Enter> selects submenus ---». Highlighted letters are
hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press
<Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded
<M> module < > module capable

> USB CATC NetMate-based Ethernet device support (EXPERIMENTAL)
> USB KLSI KL5USB1@1-based ethernet device support
> USB Pegasus/Pegasus-1I based ethernet device support
< > USB RTL8150 based ethernet device support (EXPERIMENTAL)
<M> Multi-purpose USB Networking Framework
ASIX AX88xxx Based USB 2.0 Ethernet Adapters
CDC Ethernet support (smart devices such as cable modems)
Davicom DM96@1 based USB 1.1 10/10@ ethernet devices
GeneSys GL620QUSB-A based cables
NetChip 1880 based cables (Laplink, ...)
Prolific PL-2301/2302 based cables
MosChip MCS783@ based Ethernet adapters
Host for RNDIS and ActiveSync devices (EXPERIMENTAL)
Simple USB Network Links (CDC Ethernet subset)
Sharp Zaurus (stock ROMs) and compatible

m

< Exit > < Help >

B 3-13 ~ #7.< %%+ ~ RNDIS
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RS E Fde B X RZ-USB Stick 4 W& A T %~ BB adds PIgt e
% B6LOWPAN @ﬁﬁ.ﬁs}kﬁ{;v‘ & 8L o hoff] 3-14 0 B A T ghe L R A G ¥ 1 E |IPV6
A 230 3 > RZ-USB Stick B = & — f@wﬁ%#&ﬁ % (Bridge) ¥ %858 @;ﬁ%] o ¢} 2R 51 |PV6

- Bhat Sd B AT el o SEPF BT 6LOWPAN TR B R T K i o

IPv6 Router

’ RJ45

IPv6 Network

\

e.g. Ethernet, WLAN

IPv6 Host IPv6 Node

Bl 3-14 ~ RZ-USB j.if 3277 3, Bl

3.3 A RPIRE

AT PR B B 3-150 M A BR BB T A S EmA R o A4
AME AL Cactifite » WEXFTHUEAZNER FETFRLLFRE 3

TEEM L F SRR AT &SRR H AT Il .
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Ty 13) AR 3

ERE S (SR X Cacti

1
i3]

Z%
9%

LED A8 %5

A
1
1
]
1
1
1
1
1
1
1
1
1
1
1
)
1

H

Net-SNMP [LZ1-22222277771222 Net-SNMP

B 3-15 ~ PR EH

33181 E

AET AR EE 1 B % Cacti 7 0 Cacti §— £ 4% PHP ~ MySQL ~ SNMP
% RRDtool B # hijeitii & ¥ PB4 471 & - RRDtool & — % = cnig B3I & - ¢
Forrd GRS g EAFR Y 0 T i F N E LR GOE) AR R et
¥iPo LA P B EEAE o @ Cacti Bliv £ * RRDtool eh1 & » i 4e » F
Rehirbig o Cacti v ¥ WA Fehg b FRich 2t AR 0 Y d
R BB 3-16c BT A DBpE T 2 FEAN >V USHE RIS N
ey BBl F B A 7oy W AT Bk BB o "7 kA chsnmp i
ERFREI > Cacti » 7 b gAe i %r A (Scripts) £ 4 F 05 (Templates) %

TR L RAOTIR > REFEE QL LSS AR EL -
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AR P AT @ i
ROERETE TR s = A B :

Cacti B AR~ rra U
Bl 3-16 ~ Cacti % R

Cacti €18 {7 ;i #24- 8] 3-17 > 15 i Net-SNMP < p# % & #icdy » ¥ d RRDtool & 5 3
FLoo g R LA G O BB T LMD Cacti P F L4 5 o Cacti £

d FHE MySQL B3 47 R &39S A 0 X EME A o

A

Ll EH%%%%ﬁ#& - ! ‘F&m
e . NEEST

2. ﬁ%ﬁﬁiﬁik

3. BEZM R
. RRDtoo!
“? e logging & graphing
— - vA

B] 3-17 ~ Cacti :# (7 ;n 4%

AP erid % ¥R A B Cacti 0.87e 0 X EE 2 E Z &% I PHP » MysQL

Apache ~ Cacti-spine ~ RRDtool % - i# * ¥ =34 6 & o\ 2 HF e R 2 2{5 > 7 415



#f0 B~ 44k http://server_ip/cacti i » Cacti ek 2K TE & > 4oF] 3-18

=

Cacti Installation Guide

Thanks for taking the time to download and install cacti, the complete
graphing solution for your network. Before you can start making cool graphs,
there are a few pieces of data that cacti needs to know.

Make sure you have read and followed the required steps needed to install
cacti before continuing. Install information can be found for Unix and
Win32-based operating systems.

Also, if this is an uparade, be sure to reading the Upagrade information file.

Cacti is licensed under the GNU General Public License, you must agree to its
provisions before continuing:

This program is free software; you can redistribute it and/or modify
it under the terms of the GNU General Public License as published by
the Free Software Foundation; either wersion 2 of the License, or (at
your option) any later wversion.

This program is distributed in the hope that it will ke useful, but

WITHOUI ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR L PARTICULAR PURPOSE. See the GNU

General Public License for more details.

@B 3-18 ~ Cacti & ~3% Z_F o

Ahm e nts  G@EREY RMORE TR Cacti PREFT A H FILT G o 2
PELHRY FEEEHT 6 R T EELDLS BT RS AT AF]
chi% Bk % DMA-2440L ¥ » 3 u)ii 3, cnE L & * IPV6 (=4t » F]4* & Hostname &
I

As R B o Bl 3-20 1 % £7 RZ-USB Stick 4 & usbO e 4 o

W
N

> & JF {8 % udp6:[IPv6 Address]s st 0 4o 3-19 0 K TR (ST U RPER B E
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DMA2440L (udp6:[aaaa::12:13ff:fe14:1516])

SNMP Information *Create Graphs for this
System:Linux (none) 2.6.24 #49 Wed May 23 20 29 C3T 2012 armv4tl *Data Source LiSt
Uptime: 34482445 (3 days, 23 hours, 47 minutes) *Graph LiSt

Hostname: (none)
Location: NCHUT
Contact: root@localhost

Devices [edit: DMA2

General Host Options

Description
Give this host a meaningful description. DMAZ440L
Hostname udp6:[aaaa::12:13fffe 14:1516]

Fully gualified hostname or IP address for this device.

Host Template
Choose the Host Template to use to define the default Graph Templates Generic SNMP-enabled Host |Z|
and Data Queries associated with this Host.

Number of Collection Threads
The number of concurrent threads to use for polling this device. This applies | 1 Thread (default) |Z|
to the Spine poller only.

Disable Host .
Check this box to disable all checks for this host. [ pisable Host

Availability f Reachability Options

Downed Device Det:

Tha mathad Tk will tiea Fa dakarmine of = hoek e sasilshkla far mallina SRIRAD | i -

B 3-19 ~ £ 4 IPV6 2 83Kk =

DMA2440 - Traffic - usb0/3 gl'

B e A G S e Ay T, Y

bits per second
2R EE
@GN E OO0 CN
E e

Mon ©00; Q0 Mon O&; 00 Mon 12:00 Mon 18:00
From 2012/06/24 18:03:46 To 2012/06/25 18:03:46

m Inbound Current: 13.84 Average: 651.51 Maximum: 854.79
W Outbound Current: 9.08 Average: 1.01 kK Maximum: 1.33 k

B 3-20 ~ 6LOWPAN 7i & /- & B

PAEFLRANF R FE G A g g aip BB o < 304 i B i
A ET N e e PR g FIEE T - K

PER T P> A F IR B F(TT o FP R % WP AR v ApEat A3 e
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& ¢h o Gl4oficit 0 Windows Live Messenger » 3k 8 JZF bt 8K fis ;T‘,A.;,;‘; T B T

Plizeanid dro Ft AL 6 MSN 8 % £ sendMSG & 2 % iz rpf g o

sendMSG d PHP 3F/2 9718 = » LiFig # l?; FUM L BT E S o v EAE
o~ ga PRk R~ AliE - BATOTEER L IM Session ~ BiE A 0 Bofs B R
Moo SR ARB 4B 3-21 -
Login
1
Changesstatusto online
1
Creates a new IM session
with the target user
1
send the message
L
Ends both connections
B 3-21 ~ sendMSG i 42 [§]
T BEL F R L DA S AR L o R T DT
if ($ SERVER['REQUEST METHOD'] == 'GET')
{
$sendMsg = new sendMsg () ;
$sendMsg->login ( 'sender@hotmail.com', 'password') ;
$sendMsg->createSession ('recipient@hotmail.com') ;
$sendMsg->sendMessage ( 'message', 'Times New Roman', 'FF0000') ;

42



X FFER DS 0 BsendMSG B E 2T e E FIREBRT 0 ¥ 154 URL i 4
3 BiEM LS TR AR T Fj » 4o @) 3-22 ¢ %‘%‘é @ :i% HTTP request » #2;%

d GET = ;£ B~ (T RS B4 & 1%

3

N
i
=i

BT BER LD T

il | @ hostname/sendMsg/index html?message="test"

@B 3-22 ~ sendMSG &% 3 4

FRAFIER- B Shell rAfet » Bpr@E g L8~ - PARZE  HFEH
URL:E P » & » % 175 S8 4ot - ?';T'Lgb BB ERRE RBEAREED

FER IR F o T D) 4 4o @) 3-23 ¢

r@ E45E 25 <irenewyl3@hotmail.com> E@u
BREF SHEE) ATHO IEM |B\H

BHRR 25 NTARA  TURBEE
BHER RE B AREE

[DMA2440L] The traffic of outbound is abnormal!

B 3-23 ~ p &i¢ * -‘}!—," T B e
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3.3.3% &5

FEHRBIFEFERFRERY  REFARO- ARG RFFAEFRE L D
FEOPET Y FTRAGAM T & RO ALE U R o 4o R 3-24 B
BArEET > RGO RR ARG - BEAREE - PEEFEEL- BF A
RO & > F T A 5 <% (Pattern) >¥2<i7 5 (Action) > T e BE ™ §

FlcBot TR TR AR BRI 2 AR AT EFEAFEE; T

—_——_—————— —

Bl 3-24 ~ ¥ ESHHARR

FERBALET D EZRARNE S RF T AT R ¥ 4258 %Ak (Shell Script)
i# = P % o Shell Script 4% Shell s it #r B - B T 4258 > & Linux F% & 3Lz
BAT a Jler A p e AP Bl o ipiAR @ Shell 9F x4 o R AR
%ﬁéx%ﬁ@?ﬁ?%ﬁﬁ%@ﬁﬁﬁ’ﬁﬁ*ﬁ&@¥ﬁ%ﬂ¥—%%$’&}

BY RE S L o FUEIIAPATRE P che

AR R T E Bete o R P A1 Net:SNMP £ 2 3 b5 + o v &
@Wﬁ%ﬁGbWMN@ﬁ?ﬂ’ﬂﬁﬁéﬁéiﬁ%ﬁmm%ﬂﬁﬁﬁﬁfﬂﬁ&

Fo o 4ol 3-25 #0F o
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£ snmpeet -v2c -c dma wdph:[azaa::12:13ff:feld: 1516] ayeContact.0

%HHP?E-HIB::SFSCantact.D = STRING: root@localhoszt

Bl 3-25 ~ 12 snmpget Jc & F AL

HBEEEITBARINA o d S F R <HASE<F A>T R B EE R L0 2

1

G

B QMR R AAE T ALE

\\\?{r

FhH oo K@: H4od 3-5 9757 0 AT

Renteed 5 Cirih

HcT_H h o\,,gﬁg—uuc)\z}bo‘tgﬁv

R ’Ps—ﬁ%—v/ﬁ“'ﬁ%_ y T iR

BprehT BT R F - R E AL BETERALBE LR o
% 35 ~ E AT B Rk
IS HETE B/REEE B
-m i #b;e'%’g_a c'f%"fg & ﬂ/‘:\.ﬂ—' Tﬁﬁi’é@<§£?§> <$3:'?>
£ T o A< I o>H > <¥cF >
A | BREeE k- HREE > e R A <P /B>

M | BETERL SRR X

<3 4§ i=ak>

dopt - Ko @ ?'ﬁ'ﬁ'llﬁﬁg*ifﬂ‘ i Shell Script » ¥ 4c » % e Bl E 5]

AR EFE BN od 2 menfiieAg e o w4 T TR 2 fic e 22 LED S

e s FIREEE RS L > AR S D

5
)
"
B

PR S SN LN s

4B ;‘i‘f;pgggﬂgyg B Jed e ffrvpg»% g T ;A LN ;V;L:i:ﬁ;% , m.c&}fﬁﬁ«

Net-SNMP m;}F, 4 3 Bpds LED j§ % fiike o
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ST g BT AR KT SR EE TR Y o B 3-26 5 PIRFAS Gk g

JU i RZ-USB Stick #7488~ it ¢ B B 3-27 5 TR d e i e 4 ) 3-28

ZCactiz 2@ v/ E B B 3-29 s ¥ g k- @I 22 5EY

h

Fle Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

BWoeN ERXEE AT LIEE QD @XM % E

Filter: ‘ v ‘ Expression... Clear Apply

No. Time Source Destination Protocol  Length  Info ~
19 132. 639862 169.254.43.72 169.254.255.255 DB-LSP- 203 Dropbox LAN sync Discovery Protocol T
20 134.,7341780.0.0.0 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID Oxe3dh995
21 137.975316 aaaa: b48c dbb:le5: aaaa::l ICMPVE 94 Echo (ping) reguest d=0x0000, seg=31 b
22 138.004657 aaaa ffo2::1:ffes:eal2 ICMPVE 86 neighbor Solicitation for aaaa::b48c:dbh:leS:eal2 from 0
23 138.004683 aaaa .b48c dbb:leS: aaaa::l ICMPYE 86 Neighbor advertisement aaaa::bd48c:dbb:leS:eal2 (sol, ovr
24 138.028594 aaaa aaaa::basc:dbb:les: ICMPVE 94 Echo (ping) reply 1d=0x0000, seg=31
25 139.025095 aaaa .b48c dbb:le5: aaaa::l ICMPVE 94 Echo (ping) request id=0x0000, seg=32
26 139.059662 aaaa aaaa::basc:dbb:les: ICMPVE 94 Echo (ping) reply 1d=0x0000, seg=32
27 140.074903 aaaa 48c dbb:les: aaaa::l ICMPV6 94 Echo (ping) request 1d=0x0000, seg=33
28 140.105621 aaaa::1 aaaa::h48c:dbh:iles: ICMPVE 94 Echo (ping) reply d=0x0000, seq=33
29 141.124673 aaaa .b48c dbb:le5: aaaa::l ICMPVE 94 Echo (ping) request id=0x0000, seq=34
30 141.153634 aaaa aaaa::b48c:dbb:les: ICMPYE 94 echo (ping) reply id=0x0000, seq=34
31 142.926387 fe80 .12 13ff:feld: aaaa::l ICMPVE 86 Neighbor Solicitation for aaaa::l from 02:12:13:14:15:16

32 142.954657 aaaa feB0::12:13ff:feld : ICMPVE 78 Neighbor Advertisement aaaa::l (rtr, sol)
33 147.946722 fe80 .12 22ff:fe22: feg0::12:13ff:feld: ICMPVE 86 Neighbor Solicitation for fe80::12:13ff:feld:1516 from 0
34 147.946749 fe80::12:13Ff:feld: feB0::12:22ff:Fe22: 1CMPYVE 86 Neighbor Advertisement fe80::12:13ff:feld:1516 (sol, ovr
35 163.007665 169.254.43.72 255.255.255.255 DB-LSP- 203 Dropbox LAN svnc Discoverv Protocol o
® Frame 27: 94 bytes on wire (752 bits), 94 bytes captured (752 bits)
® Ethernet II, Src: MS-NLB-PhysServer-18_13:14:15:16 (02:12:13:14:15:16), Dst: MS-NLB-PhysServer-18_22:22:22:22 (02:12:22:22:
= Internet Protocol version 6, Src: aaaa::b48c:dbb:le5:eal2 (aaaa::b48c:dbh:leS:eal2), Dst: aaaa::l (aaaa::l)
@ 0110 .... = Version: 6
B 000000005 46 o s 3 AR AL R A AR 334 = Traffic class: 0x00000000
............ 0000 0000 0000 0000 0000 = Flowlabel: 0x00000000

¥ 3-26 ~ BLOWPAN if i ¢

r& E455E 25 <irenewyl3@hotmail.com> E‘Eﬂ
BEP HREE NTH IBEM =EH

BUHRE 248 @y

EEEEEEA

BERR 25 NTARA - THREEE
BEER R BAREE

[DMA2440L] The traffic of outbound is abnormal!

Bl 3-27 ~sendMSG % 38 (5% %
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Ip cacti ® [ Wireless Senso... % snmp RE ifout... ® G SFH Linux #-- ¥ Net-SNMP ® " EREEEEIA - %

" Dorres Tree:DMA?2440-> Host:DMA2440 B

DMA2446 - Traffic - usbe/3 Q
(]
o S
51
"0k ®
i 06k
w 0.4k
H oozk
0.0
Fan 00;00 Man 06:00 Mon 12:00
From 2012/06/24 18:03:48 To 2012/08/25 18:03:46
@ Inbound Current: 13.84 Average: 651.51 Maximum: 854.79
M Outbound  Current: 9.08 Average: 1.81 k  Maximum: 1.33 k
DMA2440 - Disk Space - /dev/sda4 Q
(]
Y
" (£}
H
1
)
Mon 00:00 Mon 06:00 Mon 12:00
From 2012/06/24 18:03:46 To 2012/06/25 18:03:46
. v
| 43 Previous B Next Highlight all [ Match case

] T P

B 3-28 ~ Cacti 4 7 & (T B2

B 3-29 ~ T Sig k- 1REY
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Bl 2 A LR - BARS o AN € R FHREE DMA-2440L e R
*E M 40% 0 ARG RN BER L RF R BWAE AR CES
BER > RE7YERCEUB 41 HERN SR TR Y 2 RhEED
20Mbytes T o AR F B F 2R HF R ko W EE 2 n_@@,] L LN S
«3“71 >N Linux g Sl o Bis S B R R ET @ FRHT 500 Wireshark[29] - B~ =8 i B4t

P BB REL L PN FER > R L D R A T .
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Bl 4-2 #75% :}”"m{’“‘,.%;%g DMA-2440L =17 * Ze @ td ’%flﬁ..'%f Fri 12:00 = & e iz »

> BT S AR F R Y M 40% o

50 M
4@ M
20 M
20 M

1 M

"Frioo:on  Fri 0B:00  Fri 12:00  Fri 18:00
From 2012/07/19 22:17:41 To 2012/07/20 22:17:41

O Free Current: 50.50 M Average: 48.89 M Maximum: 51.46 M

B 4-2 ~ efpie ¥

Il
A

2

412+ g

F_*

AR REIRE Y B AER SR AT L SRR T REER R
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B et Y pingdat 0B BA L - BT

B il U T o J 1 B F R IR e 4

c WRIEE

% %% - B ICMPecho & f4t¢ » %

#F#dc echo ew Jg3t e o B 4-3 & Wireshark #r#B~enit e &g

TR 4R EEeRp s AL B ER -

24 138.028594 aaaa::1 aaaa::b48c:dbb:1le5: ICMPVE 94 Echo
25 139.025095 aaaa: :b48c:dbb:1le5: aaaa::1 ICMPVE 94 Echo
26 139.059662 aaaa::1 a3aa::b48c:dbb:1e5: ICMPVE 94 Echo
27 140.074903 aaaa: :b48c:dbb:le5: aaaa::1 ICMPVE 94 Echo
28 140.105621 aaaa::1 aaaa: :b48c:dbb:le5: ICMPVE 94 Echo
29 141.124673 aaaa::b48c:dbb:le5: aaaa::1 ICMPVE 94 Echo
30 141.153634 Aaaaa::1 aAAa: thd4fc:dhh:1a5: TCMPVA a4 Fchn

= Frame 25: 94 bytes on wire (752 bits), 94 bytes captured (752 bits)

WTAP_ENCAP: 1

Arrival Time: May 1, 2012 01:39:43.551520000
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1335807583, 551520000 seconds

[Time
[Time
[Time
Frame
Frame
captu

delta from previous captured frame: 0.996501000 seconds]
delta from previous displayed frame: 0.996501000 seconds]
since reference or first frame: 139.025095000 seconds]
Number: 25

Length: 94 bytes (752 bits)

re Length: 94 bytes (752 bits)

[Frame is marked: False]

[Fram
[Prot
[colo
[colo

e is ignored: False]

ocols in frame: eth:ipve:icmpvé:datal
ring Rule Name: ICMP]

ring Rule string: icmp || dicmpve]

(ping)
(ping)
(ping)
(ping)
(ping)
(ping)

(ninm)

1 e e 3 6

reply id=0x0000, seg=31
request 1d=0x0000, seq=32
reply id=0x0000, seg=32
request 1d=0x0000, seg=33
reply id=0x0000, seg=33
request 1d=0x0000, seqg=34
renlv 1d=0x0000. sen=34

= Ethernet II, Src: MS-NLB-PhysServer-18_13:14:15:16 (02:12:13:14:15:16), Dst: MS-NLB-PhysServer-18_22:22:2

# Desti
[# Sourc

Type:

= Internet Protocol wversion 6, Src:

nation: M5-NLBE-PhysServer-18_22:22:22:22 (02:12:22:22:22:22)
e: M5-NLE-PhysServer-18_13:14:15:16 (02:12:13:14:15:18)
IPve (0Ox86dd)

[ 0110 .... = version: &

# .... 0000 QOCO .... .... «cvv -vv. .... = Traffic class: 0x0000CO00O
e e 0000 0000 0000 0000 0000 = Flowlabel: 0x00000000
Payload length: 40
Next header: ICMPve (58)

Hop 1imit: 128
source: aaaa::b48c:dbb:le5:eal? (aaaa::b48c:dbb:le5:eal2)
Destination: aaaa::1 (aaaa::1)

[source GeoIP: unknown]
[Destination GeoIP: unknown]

T TedEamnnt Foandeal Maccaan Reatacal sl

Bl 4-3 ~ Ping c:& (T jp 1@

50

aaaa::b48c:dbb:1e5:eal12 (aaaa::b48c:dbb:1le5:eal2), Dst:

aaaa::1l (aaaa::



DMAZ440L - Traffic - usbB/3

@FOL

bits per second
[=]
=
=

9.2 k
2.0 A
Fri 00:00 Fri G6:00 Fri 12:00 Fri 18:00
From 2012/07/19 22:17:41 To 2012/07/20 22:17:41
B Inbound Current: 70.48 Average: 47 .69 Maximum: 651,24
B Outbound Current: 104,33 Average: 40,91 Maximum: 1.01 k

Bl 4-4 ~ ¢ * Ping :}F, PR %

FHRY ping 4 - SN SR EH A AoR 450 K H T
4.06Bytes o &;E'Jf;ﬁﬁ%ﬁﬂfw;jmg s EF MR & 2485 450Bytes 1 SNMP A 34

¥ ~458Bytes e w Hin & o AFT Y TR TNEF FIE R L F 4 484718 SBytes = 5 B ¥ o

§ R ARELERRE > Bk LR E T L i e
B 2R 2
RE ¥ e E
92
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90
- “""”’ﬁ"””"
Qg&? a8 "’ﬂ—#‘——__.——
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86
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84

Osec 20sec 40sec 60sec
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4.2 #3p & R|E A HT

Bl 46 531 A P ST H AT E R hTOR L F e KK 20% 01 15 0 &
30424 T EEEF K 1R LED P A AR R s B 2RA d B R 4 ed MSN 12

DA E N FERL FAPRLT X 960518 ] § el e

XA B F <O 3] 38 4o Y BT R

; 30

20

10

0
LEDRE

MSN3ESD
Bl 4-6 ~ fc i Fochp

3041 T I kM TR S AL s A R P B AR T b e A A

% 5 1736Kbytes -

% 4-1 ~Hier £

em 1034708 872928 160044 188416 443040
E3

i“ -/+ buffers/cache: 243208 791500

{7

i Swap 1060280 0 1060280
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Mem 1034708
-/+ buffers/cache

¢ Swap 1060280

874664

241476

0
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